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Information Security is considered one of the main concerns for many organisations with no signs of 
decreasing urgency in the coming years. To address this concern a structured approach required, with 
the ISO 27000 series - Information Security Management Systems (ISMS) being one of the most 
popular practices for assessing and managing Information Security. However, assessing the 
effectiveness of a security management approach in order to further develop it is far from 
straightforward. Many organisations still do not share information about their security incidents or 
breaches, while many breaches go unnoticed, making enhancing an ISMS process a challenge. In this 
work, we used a combination of research methods (interviews and workshops) to conduct a SWOT 
analysis on ISMS. The findings from the SWOT were then validated using a survey covering auditors, 
consultants and researchers in the field. Finally, the results were validated and analysed using various 
statistical methods. Our findings show that there was a generally positive view on the ‘Strengths’ and 
‘Opportunities’ compared to that of ’Weaknesses’ and ‘Threats’. We identified statistically significant 
differences in the perception of ‘Strengths’ and ‘Opportunities’ across the groups but also found that 
there is no significant variance in the perception of ‘Threats’. The SWOT produced will help 
practitioners and researchers tailor ways to enhance ISMS using existing techniques such as TOWS 
matrix. 
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1 INTRODUCTION 
Information assets are seen as the lifeblood in every business and can be valued by the inputs of the 
gross domestic product (GDP) attributable to processes and services that are information-related; a 
loss in information assets has the potential terminate a business (Barlette and Fomin, 2008). Every 
organization must deal with a variety of risk on a day to day basis, with information security emerging 
as one of the most important areas (Prislan and Bernik, 2010). Information security deals with 
safeguarding of information from threats and as such enables organizations to maximize business 
opportunities safely in context of information risks. Tipton and Krause (2012) state that confidentiality, 
integrity and availability are information security goals providing assurance for business information. 
Confidentiality certifies that the data or information owner has the right to gain access to it and 
ensures confidentiality of data accepted, sent or saved. Integrity on the other hand ensures that 
information or data cannot be changed except where there is permission to do so. Lastly, the 
availability property demands that data or information is accessible when needed.  
A set of benchmarks or standards are needed to help organizations to attain suitable levels of security 
to maximize efficient use of resources. ISO 27001 is such a standard and is widely used globally 
(International Standards Organisation, 2014). The ISO 27001 information security standard is one of 
the standards in the ISO 27000 series that describes certification and audit requirements of an 
organization’s Information Security Management System (ISMS). The goal of the standard is to 
establish, implement, operate, monitor, review, maintain and improve an information security 
management system (Honan, 2010). It originated from a code of good practice that was produced by 
the UK Department of Trade and Industry in 1989 which then slowly advanced into BS 7799, ISO 17999 
and eventually ISO 27001 (Broderick, 2006).  
To obtain certification under the standard, an organization must comply with a set of defined 
requirements. The organisations’ ISMS as a whole must be supported by a set of requisites relating to 
internal audits, management responsibility, documentation, system improvement and management 
review (Valdevit and Mayer, 2010). The identification, fulfilment and management of security risks are 
difficult for many organizations and stakeholders to handle. As such, ISO 27001 becomes a tool or 
route to proffering solutions to problems of such magnitude. The standard specifies a process for the 
establishment and maintenance of Information Security Management Systems, which tunes security 
to the particular need of any kind of organization (Beckers et al., 2014). 
However, driving the development and further enhancement of ISMS’ is far from straightforward. 
Many organisations do not share information about their security incidents or breaches. Thus, using 
common approaches to measure effectives of an intervention, such as comparing the situation before 
and after an intervention, is difficult to apply in this case making the assessment of ISMS’ effectiveness 
a challenge.  
In this study, we propose a Strengths, Weaknesses, Opportunities and Threats (SWOT) analysis as an 
approach to identify ways to enhance ISMS such as ISO 27001. We conducted SWOT analysis in form 
of workshops and interviews with qualified auditors, consultants and researchers in the field. The 
findings of these sessions were then validated using a survey instrument, and the results significance 
was analysed using statistical methods. In this paper, we report on our findings. 
The remainder of the paper is structured as follows. Section 2 introduces the research methodology 
and discusses how the credibility of the study participants was established. Section 3 covers the 
literature review, providing background on ISO 27001 and offering a view on other relevant security 
frameworks. Section 4 presents our findings of the SWOT workshop exercise. Section 5 presents the 
results and analysis of the survey. In section 6, we discuss the findings and their significance using 
statistical analysis methods. Then, section 7 lists the limitations of this study. Finally, section 8 rounds 
off the paper by summarizing the findings and making recommendations for future work. 
2 RESEARCH METHODOLOGY 
This research proposes SWOT analysis (Hill and Westbrook, 1997) as a way to drive the review and 
enhancement process of ISMS using the practical example of ISO 27001. A SWOT approach consists of 
two areas of analysis. The first area addresses the local (internal) factors, which covers discussions on 
the strengths and weaknesses of the subject being studied (in this case ISMS). The second area 
addresses the external (global) factors, which covers discussions of the relevant environmental or 
contextual opportunities and threats. 
Accordingly, the following research questions were identified: 
RQ.1 What are the Strengths and Weakness of ISMS? 
RQ.2 What are the Opportunities and Threats for ISMS? 
RQ.3 What is the significance of the findings? 
In order to answer the above research questions, a mixed method approach, combining qualitative 
and quantitative methods (Johnson and Onwuegbuzie, 2004, Creswell, 2013) was used. In first 
instance, a series of interviews and workshops were conducted with representatives of relevant 
groups (face to face and phone based). This included certified ISO 27001 auditors, consultants and 
security researchers (4 of each category, 12 in total, with various years of experience and geographic 
locations) to gather a consensus on the Strengths, Weaknesses, Opportunities and Threats. The 
interviews/workshops had four simple questions: 
1) What do you see as the main Strengths of ISMS? 
2) What do you see as the main Weaknesses of ISMS? 
3) What do you think are the main Opportunities for ISMS? 
4) What do you think are the main Threats to ISMS? 
During the sessions, the rationale of the study was presented, and the sessions were moderated (by 
one of the authors) maintaining neutrality to limit bias. The information was collected from all sessions 
and merged into a coherent list of Strengths, Weakness, Opportunities and Threats by the authors 
(see section 4 for details).  
The next step was to validate the findings. For this, an online survey was conducted which presented 
the compiled list of identified Strengths, Weakness, Opportunities and Threats and asked participants 
to express their views on a Likert-type scale of 1 to 5 (1: strongly disagree to 5: strongly agree). The 
survey also gave participants the opportunity to add new items to each of the four lists. The survey 
was completed by 70 participants, from various countries. To recruit survey participants a cluster 
sampling approach with snowballing was followed. Participants in the target groups (auditors, 
consultants and researchers) were identified from published literature and professional networks. The 
breakdown of participants and results from the survey are discussed in section 4. 
3 LITERATURE REVIEW 
ISO 27001 originated from a code of good practice which was publicised by the UK department of 
Trade and industry in 1989 and transformed further as mentioned previously. It is an internationally 
accepted standard that aligns information security to management systems (Anttila et al., 2012). 
According to Tsohou et al. (2010) and Humphreys (2008) the security controls that are implemented 
in the standard are customized to different organizational needs; they went further to define the 
standard as flexible as it can fit into any type of organization and cuts across different sectors of the 
economy. Brenner (2007) states that the standard is seen as a comprehensive program that 
incorporates risk and security management, IT governance and compliance. It also ensures that the 
right and appropriate resources (people, processes and technologies) are put together to enhance the 
management of security and risk. Susanto12 et al. (2011) compared the ISO 27001 standard with 
selected other standards and concluded that in the information security world it is widely used. 
However, Barlette and Fomin (2008) are of the opinion that the global adoption of the standard is low 
in comparison with quality management and environmental management systems standards. Saint-
Germain (2005) defined ISO 27001 certification as a public declaration that provides evidence of an 
organization’s potential to manage and implement information security. However, for SMEs the 
expense of adoption and certification of the standard can be a barrier to them embracing it (Barlette 
and Fomin, 2008). Valdevit and Mayer (2010) in their study concluded that SMEs have the intention 
to be certified but do not have the required tools to commence. To address the issue of certification 
cost for SMEs Fenz et al. (2007) proposed an ontological mapping of the standard to improve the level 
of automation surrounded by the certification process in order to reduce the required cost and time. 
Susanto et al. (2011) argues that the difficulty of implementation can be a result of inadequate 
document preparation and other related strategies for information security. Brewer and Nash (2005) 
agreed with the argument of the difficulty in implementation and related it to the high financial cost 
and time consumption. 
This clearly highlights that the standard is not perfect and provides ample opportunity for 
improvements. Of course, ISO 27001 is not unique in this respect; Existing literature investigates 
general information security and information technology framework evaluation as well as evaluation 
of ISO 27001 in particular. 
In their work on Information Security Management Evaluation Systems Jo et al. (2011) discuss a range 
of existing Information Security Management Systems (ISMS) and present a comparative analysis 
addressing issues within these systems. Instead of offering direct improvement suggestions for 
individual ISMS the paper proposes an information security management evaluation system (ISMES) 
allowing implementer and maintainer to identify weaknesses for further improvements. However, this 
approach is more geared towards implementer of ISMS within organisations and governments rather 
than to support maintainers of the actual framework in their improvement efforts. 
Shojaie et al. (2014) analyse differences within the ISO 27001 standard based on changes in the Annex 
A between the 2005 and 2013 revision. The authors argue that classifying the controls to known 
categories presents a suitable guide for evaluating the performance and efficiency of the updated 
standard. They highlight changes in the control categories and, based on information security breach 
surveys, draw conclusions on improvement effectiveness by category achieved through these 
changes. They conclude that for ISO 27001:2013 their control category ‘data’ shows the greatest level 
of improvement but for ‘people’ and ‘network’ categories additional security controls are likely 
needed. 
The work of Reza et al. (2013) also makes the point on framework improvement requirements on the 
people, or human, factor. In their paper the researchers identify direct and indirect human factors 
with impact on information security management systems and illustrate that these factors are main 
causes for the security incidents. They conduct a case study based SWOT analysis mapping responses 
to the SWOT factors with the goal to provide a model for improvement of the role of the human in 
ISMS. They highlight the need to further improve ISMS in this respect but also concede that it is 
difficult to fit human behaviour in ISMS models. 
McNaughton et al. (2010) investigate the IT Infrastructure Library (ITIL) in respect to IT Service 
Management (ITSM) with the goal to design a holistic evaluation framework for ITIL improvements. 
The paper describes a design research approach combined with a contextual inquiry of industry 
experts to assess the framework. The contextual inquiry guided experts to focus on areas relevant to 
ITSM, ITIL best practice, quality attributes of the framework, and modifications and directions needed. 
The paper finds that their framework provides a good step towards developing an improved holistic 
evaluation approach for ITSM although they consider their work as only partially validated and 
recommend further proof of concept testing. 
4 SWOT WORKSHOP ANALYSIS RESULTS 
SWOT analysis is a technique that originated from Albert Humphrey in the 1960s and 1970s as a leader 
in a research project. It is a strategic planning tool that is used to assess strengths, weaknesses, 
opportunities and threats which are present in an enterprise or in a given condition in an organization 
that requires decision making in pursuing an objective (Wang, 2007). Houben et al. (1999) see SWOT 
analysis as a flexible instrument suitable for managers of SMEs to gain insights into relevant aspect of 
the organization and take actions where necessary. This study conducted a SWOT analysis on the ISO 
27001 standard to identify ways it can be enhanced. Based on the interviews conducted, we 
categorized the elements of the SWOT analysis into strengths, weaknesses, opportunities and threats 
as follows. 
4.1 Strengths 
Karppi et al. (2001) defined ‘Strengths’ as a tool or resource that an enterprise can use in achieving its 
objectives effectively. Mintzberg (2003) went further to relate strengths to competitive advantage and 
note-worthy competencies that an organization can benefit from. The strengths that were identified 
as part of the SWOT analysis are shown in Table 1 below. 
Strength Summary Details 
S1 Internationally 
recognised and validated 
ISO27001 is internationally recognised and verified, while 
being validated by thousands of security professionals and 
participating countries (and their respective safety   
standards councils) 
S2 Security investment 
planning tool 
It can be used as a planning tool so that the security budget 
is allocated to the most relevant measure 
S3 Scalability It can be scaled to fit small or large organizations with one 
or multiple sites 
S4 Flexibility The Control Point based approach makes the standard 
flexible. Only the control points that fit the organization 
need to be selected and audited 
S5 Compliance It makes it straightforward to check whether an ISMS 
complies with standards 
S6 Forces a thorough 
consideration of risk 
management 
It provides much more detailed insight into Risk 
Management which is at the core of the standard. This is 
being done by leveraging on the ISO 31000 Risk 
Management Framework body of knowledge on Risk 
Management (Risk Assessment and Risk Treatment) 
S7 Top-down approach A new focus on Leadership to drive the implementation of 
the standard by senior management. This improves 
governance and accountability 




The inclusion of performance management to assess the 
standard impact and improve on it 
S10 Balance Good balance between management systems and 
integrated control framework 
S11 Business & Marketing 
tool 
There is good marketing and communication around ISO 
27001 (gives organisations yet another certificate to 
present to potential clients). It also helps build 
customer/client confidence and gives access to wider 
business opportunities (e.g. when it is a pre-requisite for 
tendering) 
S12 Enables interoperability Allows certified organisations to be able to exchange and 
manage shared data (e.g. within the Cloud) with some 
degree of confidence 
S13 Enhances security Improved security compared to loosely implemented 
baseline security 
Table 1 - Overview of identified strengths 
4.2 Weaknesses 
Karppi et al. (2001) and Mintzberg (2003) agreed that weaknesses are limitations that can hinder an 
organization from reaching its goals. The weaknesses that were identified as part of the SWOT analysis 
are shown in Table 2 below. 
Weakness Summary Details 
W1 Adoption cost and effort The adoption, certification and recertification costs and 
efforts (e.g. man hours needed to produce the 
documentation, etc.) can raise issues and cause 
hesitance when it comes to adoption by senior 
management 
W2 Some ambiguity around 
Communication 
There is a new clause in the standard [Communication] 
that is not explicit and can give room for 
misunderstanding between auditors and 
implementation consultants. 
W3 Culture impact The potential impact on organizational culture 
(depending on how the organisation embraces the 
standard) 
W4 Effectiveness It does not ensure the effectiveness of measures 
implemented but only their existence 
W5 Misinformation A lot of misinformation about the standard’s complexity 
W6 Removal of controls in the 
new version of the 
standard 
Some controls were removed in the latest version of the 
standard such as the prompt identification of security 
events or incidents 
W7 General misconception 
that the standard relates 
to the IT department only 
Many organizations would only want to get their IT 
departments ISO27001 certified which would leave a 
high risk gap with other parts of the business. 
W8 Different emphasis by 
different certification 
bodies 
There is difference in emphasis by different certification 
bodies, where for example some focus more on context 
while others more on risk management 
W9 Basing assessment time 
allocation on number of 
employees 
As IT is a huge leverage tool, there should be less 
correlation between number of staff and ISMS 
complexity 
W10 Subjectivity of awareness Awareness could have different meaning for a 10 
person small business compared to a large enterprise, 
for example 
W11 Difficulty to understand Small companies tend to find the control objectives 
difficult to understand 
W12 The standard does not 
stipulate how detailed risk 
assessment should be 
This could affect the way it is implemented by different 
companies (e.g. small businesses). 
W13 Transition challenges The transition plan can be seen as a threat to the 
business 
Table 2 - Overview of identified weaknesses 
4.3 OPPORTUNITIES 
Gable and Smyth (2006) described opportunities as a representation of environmental influence that 
can be exploited to benefit the organization. The opportunities that were identified as part of the 
SWOT analysis are shown in Table 3 below. 
Opportunity Summary Details 
O1 Potential for expansion of 
the standard 
The current standard can be potentially expanded 
considering the fact that information transcends 
technology 
O2 Ease of integration with 
other standards 
The structure of the new standard takes into 
cognizance the new ISO structure that enables the 
integration of two or more standards resulting in a 
seamless implementation of these standards using 
the same implementation effort. Additionally, it can 
easily be integrated into an existing management 
system (e.g. ISO20000, ISO22301 etc.) in an 
organization. With proper implementation, it can also 
assist with other compliance/conformity efforts 
O3 Wider adoption Other schemes, such as Cloud Security, rely on the 
standard so there is opportunity for wider adoption 
O4 Standardizing security 
practices has the 
potential to reduce cost 
and increase revenue 
It helps improving relationship with trading partners, 
shareholders and consumers which contributes to 
revenue, growth and the bottom line. The more 
international businesses adopt the approach, the 
fewer risks and potential liabilities (and insurance 
costs associated with information handling) we would 
have 
O5 Lean management 
practices 
The standard can be used to implement lean 
management given it can be applied to any kind of 
information (physical assets, data protection, 
intellectual property, etc.) 
O6 Future proof With up to 138 controls, it is able to address several 
security issues in the current environment as well as 
emerging ones 
   
Table 3 - Overview of identified opportunities 
 
4.4 THREATS 
Threats are environmental factors that have the potential to destroy an organization, so it should be 
considered when planning strategic actions (Gable and Smyth, 2006). The threats that were identified 
as part of the SWOT analysis are shown in Table 4 below. 
Threats Summary Details 
T1 Minimum acceptable level 
of controls varies among 
registrars 
This is despite a solid auditable standard and a standard 
operating procedure to guide ISO 27001 auditors 
T2 Conflict of interest Registrars are allowed to play both, the role of the 
auditor and implementation consultant, creating a 
conflict of interest (Some consulting firms are also 
accredited organizations) 
T3 Limited Experience Limited experience of some certification bodies 
T4 Misconception that 
compliance means 100% 
security 
Some organisations are under the misconception that 
compliance to the standard would make them 
experience no security breaches 
T5 Similar standards to ISO 
27001 are being 
developed in several 
countries 
In some cases, ISO 27001 is being copied and given a 
different label, which is already leading to confusion 
T6 Fading relevance in certain 
areas 
It is slowly becoming less recognised as the 
international benchmark for areas such as Privacy and 
Data Protection 
T7 Diminishing value Erosion of value caused by competing organizations in 
some places 
T8 Over-regulation issue Risk of over-regulation by introducing too many 
regulations calling for the same thing (e.g. HIPAA, Data 
Protection, PIPEDA, PIPA, FOIPPA, etc.) 
T9 Skewed incentives More and more businesses look at certification as a 
marketing tool only 
T10 Increased competition 
from other standards 
Examples are the ones driven by individual countries 
(e.g. UK's CESG standard), which are seen by some 
organizations as easier to implement and address most 
of what ISO 27001 addresses 
Table 4 - Overview of identified threats 
5 SURVEY ANALYSIS 
The next stage in this work was to validate the results from the SWOT analysis. For this, a survey was 
conducted targeting auditors, implementation consultants and researchers in the information security 
industry with experience in the ISO 27001 standard. The survey presented the results of the SWOT 
interview analysis and asked participants for their opinion on every statement using a Likert scale (1 
to 5). Utilising the survey approach, we aim to validate our findings by benchmarking the extent the 
wider community agreed with the findings form the SWOT analysis. 
We had a total number of 70 participants with 30 being auditors, 22 implementation consultants and 
the remaining 18 were researchers. As illustrated in Figure 1, auditors accounted for 43% of the 
participants, followed by implementation consultants representing 31% of the sample population, 
while researchers represented 26%. The confidence level and margin of error are discussed in the next 
section, with the survey results presented in the following section.  
 










5.1 Confidence level and margin of error 
The confidence level expresses the amount of uncertainty which is tolerable in a survey. We set the 
desired confidence level for this study at 90% with a margin of error of 10%. As we do not know the 
population size we assume a relevant population size of 20,000 following normal practices for this 
kind of calculation (Penwarden, 2014). The resulting sample size required to match our confidence 
level is 68 whereas our sample size for this study is 70 which is deemed thus sufficient. The resulting 
expected margin of error is 9.81% which is also within our requirements. 
5.2 Full group analysis by category 
This section provides a high-level overview of the four categories. We analyse the survey responses 
with the help of diverging stacked bar charts, as well as calculate Van Der Eijk (2001) ‘agreement A’ 
and Tastle and Wierman (2007) ‘Consensus’ scores. Both measurements are designed to analyse 
ordinal data in Likert type scales, which provides an additional viewpoint on the data. Van der Eijk’s 
measurement ranges from -1 (Disagreement) to 1 (Agreement). It represents a weighted average of 
the degree of agreement that exists in the simple component parts with frequency distribution 
considered. It does not suffer from inconsistencies of more conventional measures (Krymkowski et 
al., 2009). Tastle and Wierman’s score is a probability distribution over a discrete set of choices with 
ordinal values. It’s value ranges from 0 for complete disagreement, to 1 for complete agreement. 
5.2.1 Strengths 
 
Figure 2 – Survey response distribution on Strengths 
As indicated by Figure 2 we observe S1 (Internationally recognised and validated) has the highest 
agreement in the category ‘Strengths’, followed closely by S5 (Compliance) with 83%. We also note 
high agreement on S13 (Enhances Security) representing the practical side of ISO 27001. On the other 
end, we see S12 (Enables interoperability) standing out; with a 21% disagreement and 33% neutral 
responses it is one of the weaker ‘strengths’. Implementers should consider the implications of this 
carefully to ensure foreseeable challenges in this space are addressed ahead of time. A further 
noteworthy result is the positive response on the point of ISO 27001 being a ‘Business & Marketing 
tool’ (S11). Practitioners have been arguing that information security is increasingly a competitive 
advantage. Our survey results support this argument as evidenced by the high agreement on this 
point. In addition to the basic visual response analysis, Figure 3 shows the resulting plot for the 
calculated TW and vdE agreement scores. We see our previous assessment confirmed, but note that 
results for S11 are not as clear as assumed. While it still has good agreement scores (TW 0.691, vdE 
0.535), we now see it in the middle of the field. This indicates that the participants’ view on this 
strength are more diverse as the previous chart (Figure 2) suggests. Instead, we now notice S10 
(Balance) to be one of the strengths that participants have a harmonised view on.  
 
Figure 3 - Tastle & Wierman - van der Eijk agreement plot 'Strengths' 
Overall, we observe agreement that the standard reached a satisfying level of international 
recognition which is driven by its balanced approach, its ability to scale and fulfil compliance 
requirements. Although, it could be argued that the creation of the standard was fundamental to 
spawn said compliance requirements in the first place. We conclude that there is a general acceptance 
of the ‘Strengths’ identified as part of the SWOT analysis. 
5.2.2 Weaknesses 
Based on the survey responses shown in Figure 4, W7 (General misconception that the standard 
relates to the IT department only) has the highest positive feedback in the ‘Weaknesses’ category. 
This is followed by W8 (Different emphasis by different certification bodies) and W12 (The standard 
does not stipulate how detailed risk assessment should be), of which both rank 9% points lower on 
the agreement side. W13 (Transition challenges) and W6 (Removal of controls in the new version of 
the standard) are trailing the list of weaknesses and indicate a level of disagreement on the topic. If 
we switch the focus to the agreement analysis (Figure 5), we note that participants agree in their views 
on weaknesses W2, W3 and W8, but are incongruous on W10 and W13.  
 
Figure 4 - Survey response distribution on Weaknesses 
Based on these results it appears that ambiguity on various levels is a challenge; in this context we 
highlight W7, W2 and W3. These weaknesses are related to socio-technical aspects within the 
organisation and must rank high on the list of challenges to address for any implementer. In addition, 
we call out W8 describing issues with standard requirements being perceived to be not sufficiently 
aligned across accrediting bodies. This has serious impact on the perception of the standards’ value 
and must be addressed by the owner of the standard. On the other hand, as evidenced by the low 
agreement ratings on W13, the transition between standard revisions is not seen as a strong 
weakness. This should encourage the standard owners to address identified issues and introduce 
improvements to the standard on a more regular basis, to ensure it remains relevant to organisations. 
 
Figure 5 - Tastle & Wierman - van der Eijk agreement plot 'Weaknesses' 
5.2.3 Opportunities 
The Opportunities category stands out due to the generally positive stance the participant feedback 
takes. Across the six identified opportunities we find clear agreement that these are indeed valid 
opportunities for the standard. We note O2 (Ease of integration with other standards) to have the 
highest agreement, followed by O3 (Wider adoption) and O1 (Potential for expansion of the standard). 
The theme is clear; opportunities lie at the intersection of growth along wider organisational 
standardisation and cooperation with aligned or complementary standards.  
 
Figure 6 - Survey response distribution on Opportunities 
We observe mixed, and somewhat less enthusiastic, views on O6 (Future proof) and O5 (Lean 
management practices). Although views are positive with solid agreement scores, the responses 
indicate underlying concerns. Based on context, we assume that these concerns reflect the 
weaknesses we’ve identified previously (W1, W8). It is also noteworthy that survey respondents see 
O1 (Potential for expansion of the standard) as a key opportunity, which complements the identified 
weakness W7 (General misconception that the standard relates to the IT department only).  
 
Figure 7 - Tastle & Wierman - van der Eijk agreement plot 'Opportunities' 
5.2.4 Threats 
Survey responses in the category ‘Threats’ were fairly distributed as Figure 8 illustrates. We 
immediately note T4 (Misconception that compliance means 100% security) and T9 (Skewed 
incentives) to stand out due to high participant agreements. This is supported by the respective TW 
and vdE scores (Figure 9) positioning both threats in the upper right quadrant. On the other end, we 
observe scores for T5 (Similar standards to ISO 27001 are being developed in several countries), T2 
(Conflict of interest) and T8 (Over-regulation issue), which border on ‘no agreement’. Considering this, 
the best approach for stakeholders is to focus on threats T4, T7, T9 and T3. We propose that T3, T4 
and T9 is highly relevant to consider for organisations pursuing certification, whereas T3, T7 and T9 
must be a priority for the standard owner to keep the value proposition of the certification attractive. 
 
Figure 8 - Representation of positive ranking of questions in Threats 
 
 
Figure 9 - Tastle & Wierman - van der Eijk agreement plot 'Threats' 
 
5.3 Group based analysis by category 
In this section, we take a look at the survey responses of each group. This provides a quick way to 
assess how participants viewed the Strengths, Weaknesses, Opportunities and Threats as outlined in 
the previous section, based on their professional role. 
 
Figure 10 – Group response distribution by category 
Observing the group responses for ‘Strengths’ we note that the implementation consultant group 
expresses overall stronger agreement in this category than the other groups. While auditors also show 
a peak on ‘Agree’, we see researchers taking a neutral to positive position on the strengths of the 
standard. From a researcher group perspective, this position is held with ‘Weaknesses’ as well. Again, 
we see consultants to have the highest level of agreement with the identified weaknesses. Auditors 
show the lowest level of agreement with weaknesses, or in other words – this group is the most 
positive towards the standard. Overall, we see a tendency to a neutral position on the topic of 
weaknesses.  
Responses on the topic of ‘Opportunities’ are comparable to those in the ‘Strengths’ category with a 
visible edge towards agreement. Again, we see the consultants group taking the most positive stance 
on this topic. Researchers appear slightly more agreeable with the identified opportunities than 
previously seen in the ‘Strengths’ category. We interpret this as a statement that researchers see the 
standard standing on a good basis but that it must improve further. The researcher group has a less 
defined view on the topic of ‘Threats’ and stands out through peaked neutral views. However, all 
groups show a tendency to agree with the identified threats to the standards as shown in Figure 10. 
Based on the descriptive analysis above, we observed that our implementation consultants group 
showed a generally higher level of agreement with the four categories in the survey, whereas the 
researcher group tends to neutrality on the topics. In summary, we find that our subject matter 
experts express agreement with the identified points in each category overall. 
6 RESULT VERIFICATION AND DISCUSSION 
Based on the data analysis and validation so far, it is evident that the participants of the study agree 
with the research questions. The first research question of this study looked at the ‘Strengths’ and 
‘Weaknesses’ of the ISO 27001 standard. To recapitulate, we conducted interviews with certified 
accreditors to get their expert views on the topic, which was then validated by researchers, auditors 
and implementation consultants through a survey instrument. We found that implementation 
consultants showed general agreement in their responses, while researchers provided mainly neutral 
responses. Auditors showed a balanced view on ‘Strengths’ with a tendency to disagree on points 
adverse to the standard (Weaknesses). 
The second research question of the study looked at the ‘Opportunities’ and ’Threats’ of the standard. 
We found that auditors and implementation consultants have a more positive tendency in their 
responses regarding the ‘Opportunities’ of the standard. Similarly to ‘Weaknesses’, auditors tend to 
show stronger disagreement than the other groups on topics critical of the standard.  
In general, we found that responses to ’Strengths’ and ’Opportunities’ had a stronger affirmative 
tendency than those dealing with the ‘Weaknesses’ and ‘Threats’. We will verify these findings 
statistically in the remainder of this section. 
6.1 Analysis of variance (ANOVA) 
ANOVA is a statistical technique and is used to determine existence of significant differences among 
the means of multiple sample observations. It is useful when the difference among the results cannot 
be presented quantitatively (Chen, 1988). 
In this study, we use ANOVA to verify our findings generally. We apply statistical analysis to each group 
(Strengths, Weaknesses, Opportunities, Threats) assuming a null hypothesis (H0) of no difference in 
opinion between participant groups. Consequently, we follow - 
If fstat > fcrit, reject null hypothesis 
If fstat < fcrit, do not reject null hypothesis 
We find that all groups except ‘Threats’ show statistically highly significant results when compared to 
the corresponding fcrit factor. For details, please refer to Appendix A. To further investigate significant 
variations, we conduct a pairwise comparison utilizing parametric and non-parametric tests. 
6.2 Parametric and non-parametric significance testing 
To verify and better understand our survey results we decided to utilise additional statistical methods. 
In first instance, we used the Student’s t-test approach; a t-test can be used to determine if two results 
show a statistically significant difference from each other. In this study, we used the t-test to check if 
the null hypothesis should be rejected assuming the p-value shows a significance level of at least 0.05. 
In this case, our null hypothesis (H0) is that the opinion of two different groups (e.g. Auditors vs 
Consultants) is the same regarding the results of the SWOT analysis. Our calculations are based on a 
two-tailed test with independent sample distribution assuming unequal variances. As our normality 
assumptions for some of the group data does not hold, as verified through Shapiro-Wilk testing, we 
verified significance through non-parametric testing (Mann-Whitney Test for Two Independent 
Samples). 
6.2.1 Interpretation for strengths 
 
  Auditor Consultant Researcher 
Auditor   0.027042675 0.015996650 
Consultant 0.049611368   0.000021075 
Researcher 0.005450755 0.000031893   
Table 5 - Parametric and non-parametric p-values 'Strength' 
To understand differences between groups in the ‘Strength’ category, we compared each group 
responses with the responses of the other groups. Table 5 provides an overview of the p-values 
between groups where the results in the upper triangle show the results of parametric tests and the 
lower triangle shows results of the corresponding non-parametric tests. We observe statistically 
significant differences between each groups’ responses. Based on the data we conclude that strengths 
of ISO 27001 are viewed similarly between Auditors and Consultants as we merely approached 
statistical significance in the non-parametric test (p .05). However, we note a statistically highly 
significant difference in perception of strengths of the standard between Researchers and both other 
groups. This is particularly strong between our researchers and consultants (non-parametric p 
0.00003).  
6.2.2 Interpretation for weaknesses 
 
  Auditor Consultant Researcher 
Auditor   0.088779791 0.117366447 
Consultant 0.145959329   0.543016100 
Researcher 0.616755925 0.270875908   
Table 6 - Parametric and non-parametric p-values 'Weakness' 
Repeating our statistical analysis of the survey results we found that there is no statistically significant 
difference in how our survey groups viewed ‘Weaknesses’ of the standard; thus, we cannot reject H0 
in regard to ‘Weaknesses’. It is worth noting that statistical dispersion for our researcher group is 
considerably lower, as measured by sample variance (0.12) and average absolute deviation (AAD, 0.3), 
than for the other two groups. This leads us to believe that while researcher do not perceive the 
weaknesses of the standard drastically different than practitioners, they are more aligned in their 
understanding of the weaknesses. This could present an opportunity for researchers to provide 
assistance to practitioners helping them to focus their understanding of weaknesses in the standard. 
The assumption is that based on a better understanding of the weaknesses (or at least a better aligned 
understanding) between groups future improvements in the standard can be achieved more easily. 
6.2.3 Interpretation for opportunities 
 
  Auditor Consultant Researcher 
Auditor   0.046885986 0.136695603 
Consultant 0.043501282   0.000760290 
Researcher 0.088442599 0.002435198   
Table 7 - Parametric and non-parametric p-values 'Opportunities' 
Views on the ‘Opportunities’ of the standard are varying between the groups. We did not observe a 
statistically significant deviation between the auditor and researcher groups; however, we note a 
significance (parametric p 0.002, non-parametric p 0.0007) in response variation between researchers 
and consultants. Based on the survey results it appears there is a considerable difference in viewpoint 
regarding the standards’ positive attributes (‘Strength’, ‘Opportunity’) between researchers and 
consultants. We do not have sufficient information available to draw definitive conclusions but the 
existence of a slight cognitive bias (e.g. a form of self-serving bias) affecting the implementation 
consultant group appears a possibility.  
6.2.4 INTERPRETATION FOR THREATS 
 
  Auditor Consultant Researcher 
Auditor   0.195737775 0.512579241 
Consultant 0.170497997   0.378425706 
Researcher 0.949059681 0.276835998   
Table 8 - Parametric and non-parametric p-values 'Threats' 
Similarly to the findings on ‘Weaknesses’ our analysis of the survey results did not show statistically 
significant outcomes. We cannot reject our H0 that there are no differences in the opinions between 
the groups regarding ‘Threats’ to the standard. 
6.3 Keeping the standard on its TOWS 
To round out the discussion on our findings, we are offering a view on how the identified strengths, 
weaknesses, opportunities and threats can be utilised to improve the standard. We present a TOWS 
matrix (Table 5) to show how the strengths and opportunities of the standard can be used to address 
the weaknesses and threats. The TOWS matrix is a situational analysis tool used by managers for 
strategy development, plan and actions for executing effectively on the objectives and mission of an 
organization. The strategies include SO strategy (Maxi-Maxi), WO strategy (Mini-Maxi), ST strategy 
(Maxi-Mini) and WT strategy (Mini-Mini) (Al-Mayahi and Mansoor, 2012). We make no claim that our 
proposed strategies are the only strategies or necessarily the best strategies that can be followed. 
They provide one perspective based on the findings in this study and are proposed in line with the 
insights documented in previous sections. 
SO Strategy (Maxi-Maxi) WO Strategy (Mini-Maxi) 
• [S1, O1] Capitalize on the international 
recognition as a way to expand the 
standard 
• [S12, O3] Improve on the 
interoperability of the standard to give 
room for wider adoption 
• [W1, W5, O1] Propose a lighter version 
of the standard to make it cheaper to 
adopt, simplified, less complex and 
dependent 
• [W5, O2] Use the ease of integration 
with other standards to reduce the 
complexity 
• [W1, W4, O4] Focus on standardizing 
the security practices as it has potential 
to reduce cost and provides confidence 
to clients ensuring effectiveness of 
implemented measures 
• [W6, O6] Create a balance with available 
controls to address security issues in the 
organisation 
• [W3, O5] Use the implementation of 
lean management to help employees 
embrace the standard in a positive way, 
giving room for confidence 
ST Strategy (Maxi-mini) WT Strategy (Mini-Mini) 
• [S1, T5] Capitalize on the international 
recognition of the standard to reduce 
confusion on the development of similar 
standards 
• [S9, T4] Use performance management 
to check the compliance of employees 
and security awareness to reduce 
misconceptions about compliance equal 
security 
• [S11, T7, T9] Create awareness to inform 
organisations of the importance of 
certification aside being a marketing 
tool to avoid erosion of value 
• [S7, T2] Use the organisations senior 
management to define roles to avoid 
conflict of interest 
 
Table 9 - TOWS matrix 
7 STUDY LIMITATIONS 
Our research carries some limitations inherent to the survey instruments, grounded theory and SWOT 
analysis that must be acknowledged. The first limitation is sampling. We have limited information 
about the participants in our research as many are recruited randomly from online communities 
(Dillman, 2000, Stanton, 1998). An additional limitation is known as the self-selection bias (Thompson 
et al., 2003)). This simply means that not every contact that received an invite to participate in our 
survey responds to it. This self-selection for participation can result in a bias and must be 
acknowledged. General survey mechanics provided further challenges; low response rate issues 
resulted in restricted confidence levels and lower margin of error. This is a common limitation of 
surveys aimed at field experts rather than the general populous (Penwarden, 2014). Access issues can 
also be seen as a limitation of this study. Our approach was to post participation invitations in 
professional online communities as well as requesting participation through targeted emails. Some 
members of the online communities my find this behaviour rude (Hudson and Bruckman, 2004) or 
consider it Spam (Andrews et al., 2003). 
8 SUMMARY AND FUTURE WORK 
The implementation of information security management standards come with benefits as evidenced 
by the ‘Strengths’ listed in this research. But implementation of such an ISMS can be challenging 
especially for small and medium size organizations (SME) due to a variety of reasons, some of which 
are listed as ‘Weaknesses’ in this research. In this study we aimed to answer the following questions; 
1) what are the strengths and weaknesses of the ISO 27001 standard; 2) what are the opportunities 
and threats of the ISO 27001 standard and 3) how can the strengths and opportunities be leveraged 
to address the weaknesses and threats. To this end the study focused on auditors, researchers and 
implementation consultants familiar with the standard to solicit their views. Qualitative and 
quantitative research methods were employed to answer our research questions and achieve the 
objectives. The qualitative research presented the findings while the quantitative approach was used 
to validate it. We identified key factors across all four areas (SWOT) affecting the standard with strong 
agreement on top factors across all participant groups.  
Our findings show that there is a generally positive view on the ‘Strengths’ and ‘Opportunities’ 
compared to that of ’Weaknesses’ and ‘Threats’. The results show that implementation consultants 
take a particular positive outlook on the areas surveyed (SWOT) compared to those participants 
identified as researchers, who expressed mainly neutral views. We identified statistically significant 
differences in the perception of the ‘Strengths’ and ‘Opportunities’ across the groups but also found 
that there is no significant variance in the perception of ‘Threats’. 
In addressing the third research question, we used a TOWS matrix to show how the strengths and 
opportunities of the standard can be used to address the weaknesses and threats. In the WO strategy 
(mini-maxi), we proposed a lighter version of the standard to make it cheaper to adopt, simplified, 
less complex and dependent.  
While this paper addresses the SWOT analysis of the ISO 27001 standard and proposes a lighter 
version in order to enhance the use across SMEs, further research is proposed to conduct a case study 
scenario to validate our results. More research will be required to take into consideration different 
SMEs’ industries. The area of coverage can also be considered in further research to address the issues 
in relation to the geographical locations of participants. 
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10 APPENDIX A 
Tables E1-E4 shows the ANOVA interpretation for the SWOT of the standard 
Table E.1- ANOVA interpretation for strengths of the standard 
Source of Variation SS df MS F P-value F crit 
Between Groups 3.01267 2 1.506335 15.3898 1.48E-05 3.259446 
Within Groups 3.523636 36 0.097879       
              
Total 6.536306 38         
 
Table E.2- ANOVA interpretation for weaknesses of the standard 
Source of Variation SS df MS F P-value F crit 
Between Groups 0.923932 2 0.461966 4.798815 0.014206 3.259446 
Within Groups 3.465602 36 0.096267       
              
Total 4.389534 38         
 
Table E.3- ANOVA interpretation for opportunities of the standard 
Source of Variation SS df MS F P-value F crit 
Between Groups 0.900599 2 0.450299 6.174382 0.011057 3.68232 
Within Groups 1.093954 15 0.07293       
              
Total 1.994553 17         
 
Table E.4- ANOVA interpretation for threats of the standard 
Source of Variation SS df MS F P-value F crit 
Between Groups 0.396526 2 0.198263 1.548077 0.230947 3.354131 
Within Groups 3.457903 27 0.12807       
              
Total 3.854429 29         
 
 
 
